
COST OF DATA BREACHES ON THE RISE:
Businesses Paid an Average of $7.2M per Data Breach in 2010 
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For the second year in a row, the 2010 Ponemon study 
suggests that abnormal churn, or turnover of customers after a 
data breach incident, appears to be the dominant factor in data 
breach cost. 

S.H. Smith & Company has been at the forefront of cyber 
liability since the coverage’s inception. With a product as 
complex and variable as cyber liability, make sure that you 
entrust your coverage to an expert. We invite you to contact 
one of our cyber experts to answer any questions you may have 
or to better understand our full spectrum of capabilities. Let us 
show you the S.H. Smith & Company difference and expertise.

FOR MORE INFORMATION or to request a cyber toolkit, 
please contact one of our cyber/privacy experts today:

Calculate Your 
Company's Potential 
Cost of a Data Breach 

Use the Ponemon Institute's FREE Data 
Breach Risk Calculator  

databreachcalculator.com

While the figures for the most recent Ponemon Institute Study* continue to worsen for 2010 and 2011, the fact 
remains that data breaches continue to have serious financial consequences. Although the trend for 2010 was less 
than surprising given the increasing frequency of data breaches, there were some new and interesting findings 
uncovered in the 2010 study:

*Source: Ponemon Institute's 2010 Annual Study: U.S. Cost of a Data Breach, March 2011. 

Additional Key Findings:
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The increased cost of rectifying a data breach is directly correlated to how quickly an organization 
responds to a breach. The Ponemon study’s results suggest that responding too quickly to a data 
breach may cause cost inefficiencies during the detection, escalation and notification phases.

2010 was the first year in which the study revealed that malicious or criminal inspired data 
breaches were no longer the least common type of breach, but remain the most costly to rectify.

In the six years that the Ponemon Institute has conducted this study, 2010 marked the 5th year in a 
row that costs associated with data breaches have continued to increase. The average cost incurred 
by an organization in response to a data breach in 2010 increased to $7.2M. This figure represents 
a 7% increase over 2009 ($6.8M).


